IRS TAXPAYER GUIDE

TO IDENTITY THEFT

WHAT IS IDENTITY THEFT?

Identity theft occurs when someone uses your personal
information such as your name, Social Security Number
(SSN) or other identifying information, without your
permission, to commit fraud or other crimes.

HOW DO YOU KNOW IF YOUR
TAX RECORDS HAVE BEEN AFFECTED?

Usually, an identity thief uses a legitimate taxpayer’s
identity, through a stolen SSN, to fraudulently file a tax
return and claim a refund early in the filing season.

You may be unaware that this has happened until you file
your return later in the filing season and discover that two
returns have been filed using the same SSN.

Be alert to possible identity theft if you receive an IRS
notice or letter that states that:

e More than one tax return for you was filed

¢ You have a balance due, refund offset or have had
collection actions taken against you for a year you
did not file a tax return, or

* IRS records indicate you received wages from an
employer unknown to you.
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Are you a victim of Identity Theft?

If you receive a notice from the IRS, please call the
number on that notice. If not, contact the IRS at
800.908.4490

Fill out the IRS Identity Theft Affidavit, Form 14039.
(Please write legibly and follow the directions on
the back of the form that relate to your specific
circumstances.)

Credit bureaus

» Equifax
800.525.6285
www.equifax.com
Experian
888.397.3742
www.experian.com

e TransUnion
800.680.7289
www.transunion.com

Other resources
 Visit the Federal Trade Commission’s
Identity Theft page or use the FTC's
Complaint Assistant.
* Visit the Internet Crime Complaint Center
(IC3) to learn more about their internet
crime prevention tips.

Report suspicious emails
e Report suspicious online or emailed phishing
scams to: phishing@irs.gov.
» For phishing scams by phone, fax or mail,
call: 800.366.4484.

For more information
¢ |RS.gov/identitytheft
* |IRS.gov/phishing
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https://www.irs.gov/pub/irs-pdf/f14039.pdf
https://www.equifax.com/personal/
https://www.experian.com/
https://www.transunion.com/
https://www.consumer.ftc.gov/features/feature-0014-identity-theft
https://www.ftccomplaintassistant.gov/Information?OrgCode=IRS#crnt&panel1-1
https://www.ic3.gov/default.aspx
https://www.ic3.gov/default.aspx
https://www.ic3.gov/preventiontips.aspx
mailto:phishing%40irs.gov?subject=
https://www.irs.gov/identity-theft-fraud-scams
mailto:https://www.irs.gov/privacy-disclosure/report-phishing?subject=

WHAT TO DO IF YOUR TAX RECORDS WERE AFFECTED BY IDENTITY THEFT?

If you receive a notice from IRS, respond immediately. If you believe someone may have used your SSN fraudulently,
please notify IRS immediately by responding to the name and number printed on the notice or letter. You will need to
fill out the IRS Identity Theft Affidavit, Form 14039.

For victims of identity theft who have previously been in contact with the IRS and have not achieved a resolution,
please contact the IRS Identity Protection Specialized Unit, toll-free, at 800.908.4490.

HOW CAN YOU PROTECT YOUR TAX RECORDS?

If your tax records are not currently affected by identity theft, but you believe you may be at risk due to a lost/stolen
purse or wallet, questionable credit card activity or credit report, etc., contact the IRS Identity Protection Specialized
Unit at 800.908.4490.

HOW CAN YOU MINIMIZE THE CHANCE OF BECOMING A VICTIM?

e Don't carry your Social Security card or any document(s) with your SSN on it.

e Don't give a business your SSN just because they ask. Give it only when required.

 Protect your financial information.

e Check your credit report every 12 months.

 Secure personal information in your home.

 Protect your personal computers by using firewalls, anti-spam/virus software, update security patches, and change
passwords for Internet accounts.

» Don't give personal information over the phone, through the mail or on the Internet unless you have initiated the
contact or you are sure you know who you are dealing with.
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https://www.irs.gov/pub/irs-pdf/f14039.pdf

